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One of the most challenging tasks for system administrators can be finding a firewall that meets all of their needs
without breaking the bank. This solution focuses on creating a robust, full-featured firewall that is completely
free of charge, granted you have an old system around that you can use to host the software.

PF has been around for many years and is used in some of the best commercial firewall products on the market

today. This guide will show you how to build a firewall appliance that is capable of handling traffic for
businesses, large and small.

COLOR KEY:
COMMAND

CONFIG FILE CONTENTS
EXTERNAL CONFIGURATION

Recommended hardware:

- | recommend using something like an Athlon 64 or higher for the appliance. You can also use a lower power
CPU like an Atom, which will work fine for PF, but may not hold up when additional services are added.

- 4GB of ECC DDR-800 memory is recommended.

- SuperMicro makes a very stable server motherboard. Try to find one of the industrial quality boards that uses
solid caps. Nvidia Nforce chipsets seem to work extremely well with BSD (ACPI, Power Management, etc).

- You will need three Gigabit network cards (the WAN port can be 100Mbps). Intel Pro1000's (e1000 driver) are
good network cards and are widely supported. | have also used Syskonnect and Nvidia Nforce network cards
with great success.

- Hardware RAID is always nice to have in a system you expect reliability from. Hard drives are one of the
riskiest components within a system, so protect them with a decent hardware RAID card. | like AMCC (3Ware
cards) because they are easy to use, non proprietary and have an excellent web interface.

- Use WD RE3/4 or Seagate ES.2 7200RPM 1.2MTBF SATA drives. Don't go with crap drives... you will regret it
later. Do at least a mirrored RAID set to ensure fail-over in case one drive dies. Elaborate RAID (10, 6, 50, efc) is
not necessary for this box.

Download and install FreeBSD 7.x.

Download FreeBSD 7.x from http://freebsd.org. | am using FreeBSD 7.2 x64 in this guide.
- Select the standard installation and install the entire ports tree. This makes finding a package easier at a later
time.
- Select the default partitioning options. This can be accomplished by selecting "A" for auto and then "Q" to save.
FreeBSD fixed the limitation with the /var partition a couple releases ago, so auto configuration is going to be
best.
- You only need to set your static management IP for the internal network interface at this time. Leave the other
two cards alone for the moment... you will configure them later.

When prompted, reboot your machine:

Update the your ports using the portsnap tool. This tool is now installed by default in newer BSD
versions. Alternatively, you can use dpkg to install the ports you need as well.

portsnap fetch && portsnap extract




Create your customized kernel file.

Let's start by copying the old kernel file to a new file for editing:
cd /usr/src/sys/amd64/conf/ && cp GENERIC ENHANCED

Edit your newly created ENHANCED KERNEL and add the options exactly as shown below. You may also
want to remove some of the unused devices in the new kernel file as well. Just add a “#” in front of any
device you wish to exclude from the new build and it will omit the driver. Be very careful which devices
you exclude! Your system may fail to boot if you are not careful!

—

edit /usr/src/sys/amd64/confENHANCED

ctrl+[ to save.

Now that all of your options have been added, let's build and install the updated kernel. Depending on
your processor configuration, this may take a considerable amount of time.

cd /usr/src/ && make buildkernel KERNCONF=ENHANCED && make installkernel KERNCONF=ENHANCED

Tune kernel, filesystem and network performance

FreeBSD does a great job out of the box tuning network and kernel performance, but we need to further
optimize the system for high volumes of traffic. Sysctl allows you to fine tune kernel parameters
instantly. Consider sysctl similar to the registry editor, but much more useful. Changes take right after
the command is applied.

Add the following parameters into /etc/sysctl.conf to everything sticks at boot:

edit /etc/sysctl.conf




ctrl+[ to save.

Installing OpenVPN from FreeBSD ports

cd /usr/ports/security/openvpn && make install clean
Edit and save your new configuration to the openvpn.conf file. Replace x.x.x.x with your IP.

edit /usr/local/etc/openvpn/openvpn.conf

N l"'l




.
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ctrl+[ to save.
Create directory for CA and adjust permissions:

cp -r /usr/local/share/doc/openvpn/easy-rsa /home/me/
cd /home/me/easy-rsa/
chmod -R 775 /home/me/easy-rsa/

Now build the CA and keys. Answer all of the questions carefully! Please note that you will need to
switch shells to ensure these commands work. After you are complete, you may switch back C Shell by
typing in "csh".

1) sh

2) . vars

3) .Iclean-all

4) ./build-ca

5) ./build-key-server server

6) ./build-key user1

7) ./build-dh

8) cp -r keys /usr/local/etc/openvpn/

Edit syslog to log OpenVPN requests:

edit /etc/syslog.conf:

R A——

ctrl+[ to save.

Edit the OpenVPN startup to allow OpenVPN service to start when the system boots: Change the enable
from "NO" to "YES" in the OpenVPN startup script under /usr/local/etc/rc.d/:

edit /usr/local/etc/rc.d/openvpn

You now need to set authentication preferences in your OpenVPN configuration:

edit /etc/pam.d/openvpn

ctrl+[ to save.

Edit your RC.CONF

Now we are going to ensure all of the necessary services and options start automatically. FreeBSD
labels network cards according to manufacturer, so you will need to substitute your interface name in
place of the default names | have added (e.g. bge0 may be sk0 on your system). There will also be




additions to this file throughout this document.

edit /etc/rc.conf

ctrl+[ to save.

Install BIND:
cd /usr/ports/dns/bind9 && make install clean

Rename existing named.conf and create a new file with content below:

mv /var/named/etc/namedb/named.conf /var/named/etc/namedb/named.old
edit /var/named/etc/namedb/named.conf




ctrl+[ to save.

Install DHCP Server:

cd /usr/ports/net/isc-dhcp30-server && make install clean

Edit your dhcpd.conf in /usr/localletc/ to reflect your configuration. In this example, | used a standard
192.168.1.0/24 network:

edit /usr/local/etc/dhcpd.conf

ctrl+[ to save.

Install ftp-proxy for PF.

cd /usr/ports/ftp/ftp-proxy && make install clean

Configure DUMMYNET and IPFW

Configure DUMMYNET for additional traffic shaping. As | mentioned earlier, this will be used in
conjunction with PF ALTQ to ensure bidirectional QoS. There are many that think enabling both
DUMMYNET and FS QoS is a bad idea - ignore them... this solution is completely sound. You can use
my example below as a starting point:

edit /usr/local/etc/ipfw.rules




ctrl+[ to save.
Load the rules:
sh /usr/local/etc/ipfw.rules

Verify DUMMYNET is functioning properly. You should now see queuing for your internal hosts.
Everything will now be placed into per host bit buckets:

ipfw pipe show

fwhome# ipfw pipe show
0eEA1: 10.808 Mbit/s @ ms 50 sl. 1 queues (1 buckets) droptail
mask: Ox00 xEPE0E0E0/0x0000 -> Ox000E0E00,/0x0000

BKT Prot  Source IP/port Dest. IP/port Tot pkt/bytes Pkt/Byte Drp
B tcp 192.168.1.254/22 192.168.1.88/38163 22731 32539184 1 1508 8
fuhome# |

Bit bucket for host 192.168.1.88

Create your PF configuration file

Now let's configure the main PF component. You will need to adjust the interface names to reflect what
you have installed in your server (e.g. sk0, eth0, etc). You can find out what names FreeBSD has
associated with your network cards by running: ifconfig | more.

edit /etc/pfstrong.conf




r____f______E_:




ctrl+[ to save.

Now let’s see how pf is working:

pftl -s info
fwhome# pfctl -s info
Status: Enabled for 2 days 15:55:83 Debug: Urgent
Interface Stats for nfed IPv4 IPw6
Bytes In 812636978 2]
Bytes Out 187375342 3]
Packets In
Passed 670362 2]
Blocked 72575 4]
Packets Out
Passed 520325 0
Blocked 0 0

pfctl -s info showing summarized firewall statistics
Here are some other useful PF commands that you will use when managing your firewall:

Enable PF: pfctl —e

Disable PF: pfctl —d

Evaluate effectiveness of rulesets by connection: pfctl —si
Evaluate memory pool usage: vmstat —m

Check state opening duration: pfctl —st

Evaluate PF rule ordering: pftcl —gsr

Evaluate which rules are being evaluated: pfctl —sr

See which PF NAT rules loaded: pfctl —s nat

See which PF RULES loaded: pfctl —s rules

See everything that is loaded: pfctl —s all

Load PF with a specific configuration file: pfctl —f /etc/pfstrong.conf

You will also want to monitor your PF interface on occasion. Here is how to do it:

tcpdump -n -e -ttt -r /var/log/pflog

This command will allow you to flush everything and reload the firewall:

pfctl -Fa -f /etc/pfstrong.conf

And finally, here is an example of monitoring the PF interface with some port and address filtering:

tcpdump -n -e -ttt -r /var/log/pflog port 443 and host x.x.x.x




PF allows you to create lists for blocking nets, users, spammers, etc. In this section we will create a
Spamhaus drop list that contains known spammer nets. Download the latest drop.lasso from Spamhaus
and paste the contents into the /tmp/lasso.

mkdir /tmp/lasso

chmod —R 770 /tmp/lasso
touch /etc/spammers
touch /tmp/drop.lasso

Install NTOP & PFTOP

Install NTOP and PFTOP to monitor traffic and performance. You will use these very often to track
problem hosts down or just to monitor performance. After you are done doing the make install for NTOP,
you will need to change the enable status in its startup file from “NO” to “YES”.

cd /usr/ports/sysutils/ntop && make install clean
cd /usr/ports/sysutils/pftop && make install clean

Run PFTOP to see your firewall connections:

pftop

ifTap: Up State 1-5/5, View: default, Order: none, Cache: 18088

PR DIR SRC DEST STATE AGE EXP PKTS BYTES
tcp In 192.168.1.88:46380 ESTABLISHED:ESTABLISHED ®©1:41:34 ©04:59:28 368 47883

PFTOP displays all active connections in a live format

Now, open NTOP and you should now see traffic statistics. NTOP is a is very extensive tool and allows
you to monitor all aspects of your connectivity. It tracks both inbound/outbound connections and ports.
The NTOP web interface will be accessible via port 3000... just type in the internal interface IP address of
the FreeBSD firewall appliance followed by the port (e.g. 192.168.1.88:3000). After connecting to the web
interface, you should see pages similar to the one below:

(C) 1998-2008 - Luca Deri =1
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NTOP capturing network load statistics

Setting up IAS for AD Authentication

Now, we need to Install and configure IAS on your Active Directory Server:

1) Install IAS (Internet Authentication Service) on your Active Directory Server through add remove programs.
2) Open IAS mmc console.

3) Right click on Internet Authentication Service (Local).

4) Right click RADIUS Clients > New Radius Client > Enter your Friendly Name > Enter your Client Address (IP
or DNS) > Next.

5) Client-Vendor "Radius Standard" > Enter your shared secret > Finish.

6) Right click on Remote Access Policy > New > Remote Access Policy > Next > Setup a custom policy > Policy
name: openvpn > Next > Policy conditions > Add > Select "NAS Identifier" > Add > Type a word or wildcard
"OpenVPN" > Grant Remote Access Permission > Next > Edit Profile > Ensure only "Unencrypted
Authentication" is selected > Apply.

7) Create user accounts in Active Directory.

—

Patches and Updates to FreeBSD

Let’s also make sure our server is up to date and fully patched:

freebsd-update fetch

freebsd-update install

Verify: uname —a

And if you need to rollback the updates — no problem:

freebsd-update rollback

Restart your FreeBSD server and verify services all of the service started properly.

Checking Service Status

After the startup completes, run:

pfctl —s info
ps —aux | grep openvpn
ipfw pipe show

Client OpenVPN Configuration

Next, let’s update the OpenVPN client configuration. The user will need their keys in proper directory for
the connection to work. Use something like FileZilla to securely transfer the necessary files to your
client OpenVPN keys directory. You will need the .crt, .key and .conf file in this location for things to
work properly. Now, let's create the client configuration file (openvpn.conf):

touch /etc/openvpn/openvpn.conf

client

# Tunnel mode opposed to tap
dev tun

# Use UDP instead of TCP/IP




Install Apache22 and Nagios

During the initial installation of apache22, the installation process will prompt you for a list of options —
just continue by selecting “OK”.

cd /usr/ports/www/apache22 && make install clean

After the Apache22 installation is complete, you will need to modify the startup script to run the services
on boot. This is done by changing the following options from “NO” to “YES”. Note that Apache22_fib
remains disabled.

Edit /usr/local/etc/rc.d/apache22

[ -z
[ -z
[ -z
[ -z
[ -z

"$apache22 enable" ] && apache22_enable="YES"
"$apache22limits_enable" ] && apache22limits_enable="YES"
"$apache22limits_args" ] && apache22limits_args="-e -C daemon"
"$apache22 http _accept_enable" ] && apache2? http accept_enable="YES"
"$apache22 fib" ] && apache22 fib="NO"

Changing the startup behavior in the Apache22 startup script

ctrl+[ to save.

Change httpd.conf to reflect new Nagios configuration:
Edit /usr/local/etc/apache22/httpd.conf
Add this under Directory in /usr/local/etc/apache22/httpd.conf:




DocumentRoot "/fusr/local/www/apache22/data"

Each directory to which Apache has access can be configured with respect
to which services and features are allowed and/or disabled in that
directory (and its subdirectories).

First, we configure the "default" to be a wery restrictive set of
features.

ECEE SRR SRR T R

<Directory "Jusr/local/www/nagios">
Order deny,allow
Deny from all
Allow from 192.168.1.88
</Directory>

<Directory /=
AllowOverride None
Order deny,allow
Deny from all

</Directory=

Adding in the Nagios directory and restricting to a particular host

Add this under alias_module in /usr/local/etc/apache22/httpd.conf:

ScriptAlias: This controls which directories contain server scripts.
ScriptAliases are essentially the same as Aliases, except that
documents in the target directory are treated as applications and

run by the server when requested rather than as documents sent to the
cliept. The same rules about trailing "/" apply to ScriptAlias
directives as to Alias.

o hH N W R

ScriptAlias /cgi-biny/ "/usr/local/www/apache22/cgi-bin/"
ScriptAlias /nagios/cgi-bin/ "/usr/local/www/nagios/cgi-bin/"
Alias /nagios/ Jusr/local/www/nagios/

Adding in the script alias for apache

Add this into the cgi-bin section in /usr/local/etc/apache22/httpd.conf:




#

# "Jusr/local/www/apache22/cgi-bin" should be changed to whatever your ScriptAliased
# CGI directory exists, if you have that configured.

#

<Directory "/usr/local/www/nagios/cgi-bin">
Options ExecCGI
Authname "Nagios Access”
AuthType Basic
AuthUserFile fusr/local/etc/nagios/htpasswd.users
require valid-user
=</Directory=

<Directory "/usr/local/www/apache22/cgi-bin"=
AllowOverride None
Options None
Order allow,deny
Allow from all
=</Directory=

Adding in Nagios directory to the CGI configuration in Apache
ctrl+[ to save.
Add Apache22 and Nagios (we will add Nagios in the next steps) to rc.conf:

edit /etc/rc.conf

# Enable Apache 22
apache22 enable="YE5"

#Enable Nagios
nagios enable="YES"

Adding Apache and Nagios into FreeBSD startup

ctrl+[ to save.

Install Nagios and select all default installation options.
cd /usr/local/ports/net-mgmt/nagios && make install clean

Edit the Nagios startup script to start service automatically. Change “NO” to “YES”:

[ -z "¢{nagios enable}" ] && nagios enable="YES"|]
[ -z "${nagios configfile}" ] && nagios configfile="/usr/local/etc/nagios/nagios.cfg"

Changing the Nagios startup script in /usr/local/etc/rc.d
Now we need to rename all of the Nagios sample config files:
cd /usr/local/etc/nagios

ensure all of the .sample extensions have been removed. Use the mv command as shown below to
accomplish this.

mv nagios.cfg.sample nagios.cfg
Start Apache and Nagios:

sh /usr/local/etc/rc.d/apache22 start
sh /usr/local/etc/rc.d/nagios start

Open the Nagios Dashboard via your web browser (replace “x” with your IP):




http://192.168.1.x/nagios/index.html

You should be greeted with something similar to the picture below:
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Nagios Dashboard from Firefox

Let's select “Service Detail” on the left menu bar. You should see your localhost services now:
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Installing the WEBMIN System Administration Suite
Install WEBMIN from BSD ports:

cd /usr/ports/sysutils/webmin && make install clean

Modify startup script. Change “NO” to “YES”:

viebmin enable=${webmin enable:-"YES"}
Jetc/rc.subr

name=webmin
rcvar="set rcvar’

procname=/usr/local/bin/perl
pidfile=/var/log/webmin/miniserv.pid

required dirs=/usr/local/etc/webmin
command=/usr/local/etc/webmin/webmin-init start

load rc config ${name}
run_rc_command "$1"

Modifying the WEBMIN startup script




Add WEBMIN to /etc/rc.conf:

# Enable webmin
webmin_enable="YES"

Adding WEBMIN to /etc/rc.conf

Now let's see how WEBMIN works:

sh /usr/local/etc/rc.conf/webmin start

Open the web page to verify correct configuration (my example uses HTTPS):

<% Webmin 1.500 on fw...

« C Mty bipt/192.168.1.254:10000 A » O~ F-~

McH s Gty Network Configuration Sl

Login: admin

3@ webmin

@ systemn

O servers

@ others

B Networking
BSD Firewall
Bandwidth Monitoring
IPFilter Firewall
Intemet Services and Protocols
NFS Exports
Network Configuration
TCP Wrappers

3 Hardware

@ custer

B Un-used Modules

Search:

£ view Module's Logs
" system Information
2 Refresh Modules

@ Logout

== & 3 =)

Network Interfaces Routing and Gateways Hostname and DNS Client Host Addresses

Apply Configuration Click this button to activate the curment boot-time interface and routing settings. as they normally would be after a
reboot. Waming - this may make your system inaccessible via the network, and cut off access to Webmin.

That is it! You should now have a full featured firewall appliance that is both customizable and reliable.
Please be on the lookout for future revisions of this document which will include Squid Proxy, Dans

Guardian and Snort.




