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¸ Exploiting people to breach security

¸ Six principles of Cialdini

¸ Social engineering models (common patterns)

òSocial Engineering uses influence and persuasionto deceive people by

convincing them that the social engineer is someonehe is not, or by

manipulation. As a result, the social engineeris able to take advantageof

people to obtain information with or without the use of technology.ñ

[Mitnick andSimon,2002]

Background ςSocial 
engineering
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Cycle of deception [Nohlberg and Kowalski, 2008]

¸ Attacker, defender, victim

¸ Understand attacks

¸ Develop protection 
strategies

¸ Social engineering 

framework

Cycle of deception
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¸ External, web based social networking services

¸ MySpace, Facebook, LinkedIn, XING, etc.

¸ Number of security and privacy threats

¸ Good overview by [Hogben 2007]

¸ Targeted advertising based on profile content

¸ Persuasion of users [Fogg et al. 2008]

¸ Profile content = value of the platforms

Background ςSocial 
Networking Sites (SNSs)
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¸ Claim to have 175 million active users (02/09)

¸ Real world personas, high profile targets

¸ Security measures 

¸ Legal

¸ Technical

¸ Operational

¸ Privacy settings

SNSs - Facebook
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AUTOMATED SOCIAL ENGINERING

Social Engineering + 
Social Networking Sites

=
cheap social engineering
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¸ Toolset of social engineers change

¸ SNSs, Web 2.0 for information gathering + communication

¸ Classic social engineering is expensive

¸ ASE makes social engineering a cheap and promising 
attack

�´�0�X�F�Klike the current botnets, which are threateningdue to their size and

network communicatingpossibilities,the automatedsocial engineeringbots

will be threateningdueto the fact that theywill knowso manypeopleand so

muchaboutthem. Their threat will lie in abusingthe social networks,and not

theInternettraffic networks.�´ [Nohlbergetal., 2008]

Automated Social 
Engineering (ASE)
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