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1) DEVICE GENERAL CHARACTERISTICS

Remote Network Analyzer (Z-HANDZER-M), hereinafter referred to as simply
HandZer, is a device which provides aid in the installation, testing and
maintenance of ZB-Connection networks.

Its use 1s not necessary during normal operation of the network.

In the limited time of operation within a network HandZer works like a Router
without the normal radio traffic maintenance functions.

Its role 1is essentially identify, from the physical location where it works,
which and how many Routers are reachable and what is radio signal level to each
Router.

Therefore it allows to identify whether the location chosen for installation of
a new device 1s sufficiently covered by the infrastructure of the Routers
already operating in the network.

2) DEVICE ELECTRICAL CHARACTERISTICS

ALIMENTAZIONE: 3 AAA Battery 1,5V

WIRELESS CHARACTERISTICS: 2405 MHz + 2480 MHz
DSSS Modulation
Nominal transmission Power 0 dBm
IEEE 802.15.4 compliant
Stack EmberZNet3.5.x
Stack version 0
Proprietary profile ID
Proprietary encryption key

DEGREE OF PROTECTION: IP40
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3) DEVICE LAYOUT - BUTTONS NAME DEFINITIONS

button “Function A” = = - =
button “Function B” == -= - -
button “Function C” ==-=-=-

button “Function D” =TT 77 “Up”

button “Function 1”7 < - - - - “Function 2”

button “Left” _ _ _ | “Right”

button “Turn Off” “Function 3”

“Down”

4) FUNCTIONING MODE
HandZer has two main functioning mode:

< NOT JOINED HANDZER
HandZer is not joined to any radio network;
In this mode it can try annexation to a network or it can execute energy
scan.
Functions available in this mode:
Energy Scan (menu “Ener.Scan”)
Network Scan (menu “Netw.Scan”)
Joining Scan (menu “Join Netw”)

X3

A

JOINED HANDZER
HandZer is joined to a compatible network (ZB-Connection network);
Only in this mode it can activate the testing task (Ping Test).
Functions available in this mode:

Ping Test

Network Commands (menu “Commands”)

Leave Network (menu “Leave Net”
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5) MAIN MENU
The main menu structure depends by the functioning mode.

R/

% MAIN MENU - NOT JOINED HANDZER

)

Z-HANDZER
ZB-Connect

Node
Not Joined

>Netw. Scan
>Join Netw

press (-fj

7

% MAIN MENU - JOINED HANDZER

)

Z-HANDZER
ZB-Connect

Node
Joined

Channel 23

Pan 0Ox15RB3 Network

0x803EAQOF parameters
DO07E803

>Ping Test

>Commands
>Leave Net

press 1}

In both cases the pressure of the buttons "Up" and "Down" change line of the
selected menu, pressing the button "Right" activate the selected function.

Changing LCD contrast

When main menu is active (in any of the two modes) pressing the button "function
1" causes the decrease of the LCD contrast; in the opposite, pressing button
"function 2" causes the increase.
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6) ENERGY SCAN
Energy Scan process measures the maximum value of RSSI (Received Signal Strength
Indication) found for each of the 16 radio channels.

This wvalue gives an indication of electromagnetic pollution level presents in
each channel.

The duration of the whole process is approximately one minute.

\ ) E———— —
Z-HANDZER ENERGY ENERGY
ZB-Connect SCANNING SCANNING
NOd? Ch Energy
Not Joined Waiting %% __
>Ener.Scan > for ::> T
>Netw.Scan Process 15 mm
>Join Netw %U-On 16 mmm
17 1
18 mmm
19 m
20 I
21 IS
Press |- Press 1*.
| ——

 —

Pressing button “up” and “down” makes display scroll for displaying all values.
Pressing button “left” returns to the main menu.

7) NETWORK SCAN

Network Scan process analyzes all 16 radio channels seeking ZigBee networks.
The duration of the whole process is approximately 20 seconds.

After the end of the process HandZer shows the list of the detected networks.

O
) O )
Z-HANDZER NETWORKS NETWORKS Join
ZB-Connect SCANNING SCANNING tat;eﬁpt X
o Networ
Node Detect:5 Channel 23
Not Joined — Ch PanID (ﬁ) Pan 0x15B3
Waiting 13 0x0212 Error!!
>Ener.Scan Prgggss 14 0x3337
— : — 21 0x3333 ( )
>Join Netw Completion >23 0x15B3
24 0x1223
Join
attempt
to Network
Press [— Press «]— Channel 23
. Pan 0x15B3

Success!

Press Keyl

Pressing button “Up” and “Down” permits to chose the desired network.
Pressing button “Left” returns to the main menu.
Pressing button “Right” executes the join attempt to the desired network.
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8) Join Netw

Join Netw process analyzes all 16 radio channels seeking a network compatible
and opened.

If it is found a network with correct characteristic HandZer attempts to join
with it. The duration of the whole process is maximum 25 seconds.

)
) )
Z-HANDZER No Open
ZB-Connect Netwgrk
Foun
Node b
Not Joined ==Tn
.
>Ener.Scan Scanning )
>Netw.Scan azgiizs
= g..
Join
Scanning
Process
Success!
Press [—
——

Press Keyl

9) DISASSOCIATION
Disassociation process causes HandZer to disconnect to the network which was

previously attached.

O N e N

Z-HANDZER
ZB-Connect

Node
Joined - -
Leaving Leaving

Channel 23 Network Network
Pan 0x15B3 Process Process

0x803EAQOQF waiting. . Success!
DOO7E803

>Ping Test
>Commands
>1cave ot [N

Press |- Press Keyl
~—_—— e—
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10) PING TEST

Ping Test is the main task of HandZer.

With it is possible to know which are the Routers present into the HandZer radio
range area.

For each Router it shows the two last significant of the unique device address
(MAC Address) and the associated signal level (RSSI).

 CEEEEE——
Z-HANDZER . . '
ZB-Connect Ping Test. Signal In(jlcatlon
Details
Node Nodes 6 .
525 et Rssi
9FAl ! I
Channel 23 E15F NN, I
Pan 0x15B3 E152 '
DO07E803 2801 =, | Nodes 6 I
: —) [*o%01 ™ | MAC A Rssi :
S B
>Commands E15F I
>Leave Net E152 : _ I
2001 l |
Press |- «— to esc 2801 WE .I .
—— —— *0901 ..: : - ' -
1 T l
-90dB
-80dB
-60dB
«— to esc

During Ping Test, HandZer sends at regular interval (3 seconds) radio messages
to all Routers in its range (broadcast request with unitary radius).

When this message is transmitted, a “PING” message appears in the high area of
the display.

Routers that receive this message respond with a message addressed to HandZer,
this answer contains the Router address. Messages received by HandZer are used
to update values displayed.

The Ping Test has a duration of four minutes, after which HandZer goes to the
main menu.

Alternatively, Ping Test may be terminated by pressing the "Left" button.

Any other button during Ping Test forces transmission of the broadcast request.
The three vertical lines where is draw the RSSI level represent from left to
right the values of -90dB, -80dB, -60dB.

The intermediate line of -80dB represents the wvalue below which the signal is
considered poor and above which is considered good.

Note:
An asterisk in the left of MAC Address indicates that the node in question is
the coordinator.

Note:

From version 8.0 and later, you can see, in alternative to MAC Address, the
Modbus Address. To activate this modality refer to menu "View Mode" in the
"Commands" menu.
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11) NETWORK COMMANDS
The "Commands" menu allows you to run some commands and settings within the
network to which HandZer is connected.

Commands available are:
1) Address display setting (MAC Address / Modbus Address)

2) Opening/Closing network (to connect new devices)
3) Router Leaving

4) Setting Gateway Password

5) Sensor Menu

.

Z-HANDZER Z-HANDZER
ZB-Connect ZB-Connect
Node Network
Joined Commands

|

Channel 23 >View Mode
Pan 0x15B3 >Open Ne
0x803EAQOF >Leave One

DO0O7E803 >Set Passw

. >Sens Menu
>Leave Ne!
Press |— Press (-
—_— ~—_——

11.1) “WIEW MODE” MENU
This menu allows you to change the routers address display mode.
The display modes are: MAC Address (default value) and Modbus Address.

Z-HANDZER
ZB-Connect

Z-HANDZER
ZB-Connect

Network View Mode

Commands

Setup

L’asterisco indica
*MAC View la modalité

>View Mode

>Open Ne selezionata
>Leave One
>Set Passw
>Sens Menu
Press |- Press ]—
—_—

Ping Test. Ping Test.
Nodes 6 Nodes 6
MAC A RssiI Index RssiI

9FAl | 202 i

E15F NN 209 NN

1 1

%gi i | MAC Address 22% '| Modbus Address

2801 W' '"| display mode 126 W, '| display mode
*0901 M !'| (default) Gw H

— to esc — to esc
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11.2)

“OPEN NETWORK”

MENU

This menu

This

allows

Gateway/Coordinator)
During the state of openness,
state remains

you to send

until to the

automatically after 15 minutes.
The activation of the menu is subject to the introduction of a wvalue equal to

the password of the gateway

Z-HANDZER
ZB-Connect

Network

Commands

>View Mode

>Open Net
eave One
>Set Passw
>Sens Menu

Press (|-

) ——

11.3)

“LEAVE ONE”

Opening
Network

>>>>>

— to close

-

MENU

This menu allows you to force the disassociation of a single router

the Gateway/Coordinator).

After started the menu, HandZer
HandZer itself.
Selecting the desired router
disassociation command.
) )
Z-HANDZER Choose
ZB-Connect Router
To Leave
Iliiiiiiiﬁlll
Commands MAC A Rssi
9FAl & |
>View Mode E15F [N,
>Open Net E:> E152 '
2oL

Press }—
—
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*0901 !

Press —]—

Fax (+39) 0438.694617

cyclically to

a message to open the network.
you can connect new devices to the network.
(pressing button

manual closing

user closing or
time-out (after 15
minutes)

--

_--
-

displays the 1list

HandZer prompts,

Leaving
Router
2801

Press (-
—

all

info@4-noks.com

routers

(if it is different from zero).

Closing
Network

<L

(including

"Left"),

the

or

(including

of devices routers near

and then it sends the
)

Leaving
Router

2801

SUCCESS!

Press keyl
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11.4) PASSWORD INTRODUCTION

Activation of “Open Network” menu and “Leave One” menu are subject to the
introduction of a numerical wvalue.

This code number must be equal to the password of the gateway.

The value of this password resides in the Gateway (HoldingRegister[13]).

Before requesting for the code introduction, HandZer performs a communication
with the Gateway to know the value of the password. For this reason it is
necessary that Gateway 1s powered on and its firmware version 1is compatible
(firmware version 8.1 and higher).

R R
Up/Down buttons ( )
lncrease/dgcrease the Entered the
selected digit. correct value.
Leit/i}ght buttons move the The requested
selection cursor. : :
Contacting Insert To confirm the value move Zizgzigg‘ls
E:> Gateway. . . E:> Password the cursor to the right of gnsert 3
00@00 the units or press button gSSHOL
"Function 2" v 1245
. ===0k==--
'
rd
e
7
rd
s
T~a P
\ S~o P
A\ T e - -
\
\
Press 1/ \
\ Press key
—_— —_— \
\ \ -~
\ \
\ \ ——
\ \
\ ‘\
‘\ \ Entered the
\ ( \ AR wrong value.
\ N The requested
“ S~o Tnsert function is not
\ =< executed.
\ Password
. 12E46
T~~-_, |[Unable c oati Error!
- ommunication
to contact
Gateway error.
T The requested
function is
not executed.
Press key

 —

Press key
~———

If the Gateway's password is zero (default wvalue) HandZer does not require the
code and the selected function is immediately executed.

If the password value is equal to 65535 (OxFFFF) HandZer does not require the
code and the selected function is always blocked. In this case appears the
message "Function Disable™.

HandZer requires the password code only at the first access to one of the
Network Commands menu. Any subsequent accesses to these menus do not require the
introduction of the password until the exit from Network Commands Menu.
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11.5) SET PASSWORD MENU

This menu allows to program Gateway’s password.

Changing the password requires the prior introduction of its current value.
Values allowed are numbers between 0 and 65534.

It is not possible to program the special value 65535 (0OxFFFF). This wvalue can
be programmed in the gateway only via direct serial communication with it.

e A e A e A e A )
Z-HANDZER
ZB-Connect
Network
Commands
Contacting Insert Insert NEW Insert NEW
: Gateway. . . Password Password Password
e 00[g00 07@35 07@35
>Leave One : : : : ———ok---
Egens Eenu
Press —}— Press «wga/ Press hwga/ Press key
| J | J | J | J L J

11.6) SENSOR MENU
This menu allows to perform some commands on sensors that make up a network.
The possible commands are:

e TList of all sensor that compose a network
e Setting address for special probes (probes without dip-switch).
e Sensor disassociation

Activation of this menu is subject to the Gateway’s password insertion.

)
Z-HANDZER Z-HANDZER
ZB-Connect ZB-Connect

Network SENSOR
Commands MENU
]
>View Mode >Sens List
>Open Net

>Leave One
>Set Passw

Press - Press (-
-~ o~ — -
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11.7) SENSOR LIST

This menu allows to view the whole list of the sensors present in a network.

Z-HANDZER
ZB-Connect

SENSOR
MENU

>Sens List
>Se Addr
>Leave

Press -

~————

Tel. (+39) 0434.768462

)

Z-HANDZER
ZB-Connect

SENSOR
LIST

In absence of
No Sensor

sensors
Present
Press Key
 EEEE—
Z-HANDZER
ZB-Connect _ = - Number of
prr—— { sensors
:
’
_/
~---->»|Nodes 29 <" . =---The upward arrow indicates the
Sens 60 1 <--- presence of sensors before the
Sens 61 first address displayed.
Sens 62 Pressing “up” button the list
Egror gg(" TTTTSS scrolls upwards
ens \
Sens 101 \
Sens 102 N
Sens 103l (_\\ S ~--=The "Error" message
Press 1 \ indicates that the
.~ \\ sensor 1s present but it
\ is in the Time-Out
‘\ state.

The downward arrow indicates
the presence of sensors under
than the last address shown.
Pressing "down" button the
list scrolls down.
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11.8) SETTING ADDRESS FOR SPECIAL SENSORS

This Menu allows to assign the modbus address to special sensors (sensors
without dip-switch).
4 N\ 4 3\ ( 3\
Z-HANDZER Z-HANDZER Z-HANDZER P
ZB-Connect ZB-Connect ZB-Connect 7-HANDZER | Process
SENSOR ADDRESSING ADDRESSING ZB-Connect [ 200rted by
MENU NEW SENSOR NEW SENSOR ADDRESSING
NEW SENSOR
>Sens List Open Waiting
>Set Addr E> Network °? for new Waiti
>Leave >No sensor. . . fal ing
>Yes or new
sensor. ..
Activate ( ) Process
Aborted| Z-HANDZER
ZB-Connect | 2borted
after two
Press —]— Press —]— «— to esc ! ‘\ ADDRESSING [ERUEESIStIoE
\ J \ J “ \ NEW SENSOR
i i \ Press Ke
Choose “No” if the sensor “Activate Sensor” \ \
is already part of the message is flashing. ‘l \ Waiting
network (sensor already With this message 1 \ for new
associated) . HandZer requests ! \\ sensor. ..
Choose “Yes” if the sensor that sensor is ,' \
has not yet been stimulated. 1} \\\
associated. / ----|Sensor not
_______ s Present
,/’ _______________________ _-
! Detected
“ compatible device Press Key
v
s \ - \ R R
Z-HANDZER Z-HANDZER Z-HANDZER Z-HANDZER
ZB-Connect ZB-Connect zB-Connect | ____ » | ZB-Connect
ADDRESSING ADDRESSING ADDRESSING 7 SN ADDRESSING
NEW SENSOR NEW SENSOR NEW SENSOR ’ aborted NEW SENSOR
,/I by user
Found Setting Contacting == Contacting
Sensor Addr 100 Node... |s--~"~7 Node. ..
Type: 63 -~
MAC 0x6324 Are You AR
Sure ?°? N T~a Aborted
Set o) S Act . . —
ctivate \ Process
Aggrﬁg « >Yes Sensor! \ \ aborted | Z-HANDZER
\ '\ after two | ZB-Connect
1 ;
\ . J \ J ) ‘\ NEW SENSOR
_____ - v waetd P ! AR =
- Activate Sensor ] .
/O ‘\ message is flashing. ! Conlt:lagtlng
! ; ; ! ) oQge. ..
7-HANDZER \ With this message
: ZB-Connect \I HandZer requests ,' Z-HANDZER
\ , that sensor is [ ZB-Connect
MY ADDRESSING [qiESETTRprony ! Sensor not
NEW SENSOR \ b\l NAthsel Present
If the chosen \ NEW SENSOR
address 1is already Setting ‘\__’
in use HandZer asks | addr 100 Sensor
for further Type: 63 Press Key
confirmation. MAC 0x6324 [——mM8M8M8M8M8
Address
Not Free Addr 100
e Process
re ??
sure COMPLETE
W Setting—Address
—Via| press —}— [1018 Francenigo di Gaiarine (TV) - lItaly Process
Tel\le——— — P Fax(+39) 0438.694617 info@4-noks.c| Press key  Lbosuccessfully
~——————————/ completed



11.9) SENSOR DISASSOCIATION

This menu allows to disassociate a specific sensor.

s N ' ™
Z-HANDZER Choose
ZB-Connect Sensore
to Leave
SENSOR
MENU Addr= 1[0
>Sens Menu
>Set Addr .
>Leave E:> e
i\\
LN
R
\\\ AR =
UENERN
\\ \
Press ~}— Press 1/ VN
. J . J LI ~
oy ~
[} \ s
[
' \
’ \
I, \
-, \
-7 \
”’ \
_-- \
_-- \
_--" N
/”
4
/
1
[}
Leaving Leaving
Sensor 100 Sensor 100
Type 1 Type 1
Are you
Sure?? Activate
>No Sensor! S
>Yes EZ> c AES
\\\
Q\\\
\ ~
WS
AN
\
Press —}— — to esc AN
\ J . J \ \

— Via per Sacile, 158 - 31018 Francenigo di Gaiarine (TV)
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-

in

Process

Choose aborted

Sensore by user
to Leave

Process
Choose aborted
Sensore after two
to Leave minutes
Time Out
> Choose The.f.d
Sensore | T ces
Pres| to Leave not exist
| —
Addr= 100
----- >
Sensor not
Preset
Presj
) —

Press key

) —

Leaving
Sensor 100
Type 1

Aborted

Leaving
Sensor 100

Time Out

Leaving
Sensor
Type 1
N ~
Seeel SUCCESS!
Tt
- ItaB/isassociation
ss A4

completed

Press Key

) —

Process
aborted by user

Process
aborted
after two
minutes

100
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12) START-UP SCREEN
At the reset HandZer shows these screens in rapid succession:

e Whole screen black

e Bootloader screen

e Start-up animation

e Firmware version screen.

)

Z-HANDZER
ZB-Connect

Ver 08.02
Rtc 08.02

MAC Addr
0x000D6F00
000528D1

waiting..
~———o

13) TURNING OFF HANDZER

HandZer after four minutes of inactivity automatically enters in a state of low
consumption to preserve battery life.

Alternatively it 1s possible to enter before into the power-down state by
pressing “Turn off” button.

From the power-down state a pressing of any button forces HandZer to come back
to the state previous the turning off.

Note:
During the Ping Test pressing “Turn Off” button causes shutdown only for few
seconds.

Note:
Even though the energy consumption during power-down is very low, it 1is
preferable to remove the batteries in case of a prolonged non-use period.

14) BATTERIES LIFETIME
HandZer is expensive in terms of battery energy.
Battery lifetime is estimated in about 26 hours of continuous use of the device.

(consumption = 12J/minute, battery energy = 19000J, --> 19000/12 = 1580 min = 26,3h )
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15) USING NOTES
HandZer is designed primarily for be wused during installation of new ZB-

Connection devices.

It allows to know the number of Routers which are accessible from the position
where it runs Ping Test.

Of these nearby Routers Ping Test also shows information on the radio signal
strength, thus highlighting the connections good than poor.

Installation rules recommend that each Router is in radio range of at least two

other Routers.
The same for the End-Devices, it is recommended that each End-Device can connect

effectively with at least two different Routers.

Where installation constraints prohibit a free location choice for Routers and
End-Devices, HandZer allows to know the best position for additional Routers
which must be added to cover positions that are not reached.

- .,
N ~

/‘/' \
./, '
7’
. Visible only one router. &
(]

. v
R Installation not recommended 00

ZR-REP-XX \

Visible two Routers. Y
Suitable position for '
installation of new !
devices. !
1
1

ZC-GW-XX
4-noks
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