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All capitalized terms in the following text have the meanings assigned to them in the
OASIS Intellectual Property Rights Policy (the "OASIS IPR Policy"). The full Policy may
be found at the OASIS website.

This document and translations of it may be copied and furnished to others, and
derivative works that comment on or otherwise explain it or assist in its implementation
may be prepared, copied, published, and distributed, in whole or in part, without
restriction of any kind, provided that the above copyright notice and this section are
included on all such copies and derivative works. However, this document itself may not
be modified in any way, including by removing the copyright notice or references to
OASIS, except as needed for the purpose of developing any document or deliverable
produced by an OASIS Technical Committee (in which case the rules applicable to
copyrights, as set forth in the OASIS IPR Policy, must be followed) or as required to
translate it into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS
or its successors or assigns.

This document and the information contained herein is provided on an "AS IS" basis
and OASIS DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION
HEREIN WILL NOT INFRINGE ANY OWNERSHIP RIGHTS OR ANY IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE.

OASIS requests that any OASIS Party or any other party that believes it has patent
claims that would necessarily be infringed by implementations of this OASIS Committee
Specification or OASIS Standard, to notify OASIS TC Administrator and provide an
indication of its willingness to grant patent licenses to such patent claims in a manner
consistent with the IPR Mode of the OASIS Technical Committee that produced this
specification.

OASIS invites any party to contact the OASIS TC Administrator if it is aware of a claim
of ownership of any patent claims that would necessarily be infringed by
implementations of this specification by a patent holder that is not willing to provide a
license to such patent claims in a manner consistent with the IPR Mode of the OASIS
Technical Committee that produced this specification. OASIS may include such claims
on its website, but disclaims any obligation to do so.

OASIS takes no position regarding the validity or scope of any intellectual property or
other rights that might be claimed to pertain to the implementation or use of the
technology described in this document or the extent to which any license under such
rights might or might not be available; neither does it represent that it has made any
effort to identify any such rights. Information on OASIS' procedures with respect to
rights in any document or deliverable produced by an OASIS Technical Committee can
be found on the OASIS website. Copies of claims of rights made available for
publication and any assurances of licenses to be made available, or the result of an
attempt made to obtain a general license or permission for the use of such proprietary
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rights by implementers or users of this OASIS Committee Specification or OASIS
Standard, can be obtained from the OASIS TC Administrator. OASIS makes no
representation that any information or list of intellectual property rights will at any time
be complete, or that any claims in such list are, in fact, Essential Claims.

The names "OASIS", [insert specific trademarked names and abbreviations here] are
trademarks of OASIS, the owner and developer of this specification, and should be
used only to refer to the organization and its official outputs. OASIS welcomes reference
to, and implementation and use of, specifications, while reserving the right to enforce its
marks against misleading uses. Please see http://www.oasis-
open.org/who/trademark.php for above guidance.
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1 Introduction

This profile describes the processing rules of a Metadata Aggregator; a component that
fetches SAML V.2.0 Metadata [SAML2Meta] from multiple input sources over HTTP,
merges the metadata and publishes the result set of metadata.

The processing rules of aggregating metadata, is split into these sections:

1. Fetching metadata documents
2. Processing metadata documents
3. Processing each entity

4. Preparing output document

1.1 Terminology

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”,
“SHOULD”, “SHOULD NOT”, “RECOMMENDED?”, “MAY”, and “OPTIONAL” in this
document are to be interpreted as described in [RFC2119].

1.2 Normative References

[RFC2119] S. Bradner, Key words for use in RFCs to Indicate Requirement
Levels, http://lwww.ietf.org/rfc/rfc2119.txt, IETF RFC 2119, March
1997.

[SAML2Meta] OASIS, Metadata for the OASIS Security Assertion Markup
Language (SAML) V2.0
http://docs.oasis-open.org/security/saml/v2.0/saml-metadata-2.0-
os.pdf

[MDALttrib] OASIS, SAML V2.0 Metadata Extension for Entity Attributes
Version 1.0
http://docs.oasis-open.org/security/saml/Post2.0/sstc-metadata-
attr.html

[MetaReg] OASIS, SAML Metadata Documentation and Registration
Information Extensions, version 1.0
https://spaces.internet2.edu/download/attachments/9731/saml_md_
dri_01.odt

[MDX] IETF Internet-Draft, Metadata Query Protocol
http://tools.ietf.org/pdf/draft-lajoie-md-query-00.pdf

1.3 Non-Normative References
[Reference] [Full reference citation]
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2 Aggregator Configuration Statement

A deployment of an aggregator, MUST in order to satisfy this profile requirements make
available an aggregator configuration statement document to all consumers of the
output metadata.

The configuration statement MUST include at least the following information about this
deployment:

Supported aggregation profiles: this profile, as well as any number of
complimentary profiles.

List of supported metadata access protocols

Public key or certificate of the aggregator, used for signing the output
document(s)

Aggregator fetch interval

Maximum validity period of input entity

Complimentary profiles MAY define additional information that is required to be stated in
the aggregator configuration statement.
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3 Registration of Input Sources and Trust
Management

For each input source, from where the aggregator fetches metadata, the aggregator
MUST register at least the following information associated with each input source:

* PublisherID (adopting terminology from [MetaReq])

* Alist of one or more equivalent HTTP endpoints, from where a full metadata
document can be retrieved. Multiple endpoints MAY be provided for improved
reliability. The list is not prioritized, and all endpoints are equivalent.

* For each endpoint as mentioned above, one or more public key / certificate
MUST be provided. This public key / certificate represents the signature on the
top-level md:Entitiesbescriptor Of the published metadata document. Multiple
public keys / certificates MAY be provided in order for a smooth rollover.
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4 Processing

4.1 Fetching metadata from input sources

The aggregator fetches metadata from each input source at a configured interval. The
retrieved metadata document will be processed for some basic verification, described in
this section. If any of these verification steps fails, further processing MUST be stopped,
and aggregator will move on to processing the next input source. The aggregator
SHOULD implement re-tries depending on the nature of the failure; in example the
aggregator may wait and retry downloading the document if a network error occurred.

In the case of a network or access problem, the aggregator SHOULD iterate through the
list of endpoints, if multiple are configured, as described in section 3.

The aggregator MUST perform the following verification steps:

1. The provided document is well formed XML.

2. Theroot elementis anmd:EntitiesDescriptor.

3. The document MUST be signed at the root element. The signing key / certificate
MUST correspond to the configured key / certificate for this particular input
source, as described in section 3.

The metadata document MUST be schema-valid, validating the following XML

namespaces:
®* urn:ocasis:names:tc:SAML:2.0:metadata
* urn:ocasis:names:tc:SAML:2.0:assertion
* http://www.w3.0rg/2000/09/xmldsig#
* http://www.w3.0rg/2001/04/xmlenc#

4. Complimentary profiles referred to in the Aggregator Configuration Statement
may add further verification steps under the header “Processing Metadata
Document”, including in example additional XML namespaces to validate.

NOTE: rolepescriptors with a namespace unknown to the aggregator,
not mentioned in this profile or any supported complimentary profiles,
SHOULD be treated as if the element was not there in the validation step.
Without access to the schemas, the aggregator will not know if the
element is inheriting from the abstract rolepescriptor element or not, and
SHOULD consider it as it was valid.

Failure at this point MUST NOT invalidate already cached entities from the same input
source.

If verification succeeded, the aggregator MUST remove cached entities, originating from
the same input source, but is not present in the new metadata document.

The metadata document MAY include any level of nested md:Entitiesbescriptor
elements. No semantic meaning should be associated with the hierarchy in how
md:EntityDescriptor elements are located, beyond what is defined in [SAMLMeta].

Further processing will be performed for each md:Entitiesbescriptor.
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4.2 Processing each entity

The aggregator will process each entity individually as specified in the following
sections.

Important: content that is not associated with any explicit process instruction in this
section, the aggregator MUST pass through unmodified.

4.2.1 Entity Acceptance Processing

An entity rejected at this point MUST NOT invalidate an already cached version of the
same entity.

An aggregator MUST provide a mechanism to protect Entities from being taken over by
another input source. This section describes the default processing rules protecting
against Entity take-over. A complimentary profile MAY provide an alternative measures
of protection, such as a controlled prefixed entitylD namespace.

The aggregator SHOULD store an association table mapping an EntitylD with the
PublisherID of the input source where it was first discovered. This association SHOULD
be stored for at least the validity period of the contained metadata.

If the aggregator receives an md:Entitybescriptor With an EntitylD registered at
another Input source, the aggregator MUST reject this ma:Entitybescriptor.

A complimentary profile MAY provide additional entity acceptance processing rules
under a section named “Entity Acceptance Processing”.

4.2.2 Removing information

If the md:EntityDescription element is signed, this signature MUST be removed. The
reason is that it will not be valid, due to the modifications necessary in the following
processing.

The aggregator MUST ensure that there will be no collisions in the XML ID attributes of

all of its entities. The RECOMMENDED approach is to remove the XML ID attributes at
the md:EntityDescription.

4.2.3 Calculating entity expiration time

The expiration time of an entity is calculated to be the first of these times:

* The validuntil attribute of the md:Entitybescriptor element

* The validuntil attribute of each of the surrounding md:EntitiesDesriptor
elements

* The maximum validity period configured for the aggregator

* The cacheDuration attribute of the md:EntityDescriptor element + time the
metadata was fetched

* The cachebpuration attribute of each of the surrounding md:Entitiesbescriptor
elements + time the metadata was fetched

The validuntil attribute of the md:Entitybescriptor MUST be set to the new
calculated expiration time (replace the current attribute value if present).

The aggregator MAY remove the cacheburation attribute of the md:Entitybescriptor Or
leave it unmodified.
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141  Note: expiration information on rolepescriptor elements or other elements inside an
142 nd:Entitybescriptor SHOULD not be considered by the aggregator but passed
143  through.

144 4.3 Processing Extensions

145 The Basic Aggregator Profile does not define any special processing of any particular
146  Extension namespace, but any complimentary profile MAY define a set of Extension
147 namespaces associated with processing rules under the section header “Processing
148 Extensions”.

149  The aggregator MUST express a default extension namespace processing rule in the
150 aggregator configuration statement. It may select one of the following default policies:

151 PASSTHRU

152 Extension is passed through without further processing.
153 REMOVE
154 Extension is removed from metadata.

155 4.4 Processing the RoleDescriptors of an Entity

156  The Basic Aggregator Profile does not define any special processing of any particular
157 RoleDescriptor, but any complimentary profile MAY define a set of namespaced

158 RoleDescriptor elements associated with processing rules under the section header
159  “Processing the RoleDescriptor of an Entity”.

160 The aggregator SHOULD enforce the PASSTHRU policy for all the RoleDescriptor,
161  unless explicitly overridden in a complimentary profile.

162 The aggregator MUST express a default RoleDescriptor processing policy in its
163  Aggregator Configuration Statement. It may select one of the following default policies:

164 PASSTHRU

165 RoleDescriptor is passed through without further processing.
166 REMOVE
167 RoleDescriptor is removed from metadata.

168 4.5 Cache Entity

169  After Entity is processed and accepted, the processed Entity MUST be cached by the
170  aggregator for the validity period of the entity.

171  Each cached Entity instance MUST be independent of other Entities, even those
172  originating from the same input source.

173 4.6 Preparing the output document
174  The aggregator MUST examine the expiration time of each entity, and if an entity is
175  expired, the aggregator MUST not include the entity in the output.

176  Itis RECOMMENDED that the aggregator adds non-destructive line-breaks and
177  indentation of easier human inspection — before signing.
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The aggregator SHOULD perform non-destructive XML namespace declaration
optimalization.

The aggregator SHOULD prepare an output metadata document including all entities in
a flat structure (only one level of md:Entitiesbescriptor, the root note). The document
MUST be provided over HTTP and the document MUST be signed at the root note with
the public key / certificate indicated in the configuration statement.

This profile does not dictate any particular access protocol for the output metadata, but
RECOMMENDS taking the [MDX] protocol into consideration.
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5 Extending this profile

A profile that extends the basic aggregator profile MUST have a name, and an
introduction that explains the purpose of the profile. Next it MAY include any of these

sections:

5. Aggregator configuration statement

6. Processing Metadata Document

7. Processing Metadata Document

8. Entity Acceptance Processing

9. Processing Extensions

10.Processing the RoleDescriptor of an Entity

Description of processing rules in these sections are handled are described in the

appropriate location in this profile.
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198 # Conformance

199 The last numbered section in the specification must be the Conformance section.
200 Conformance Statements/Clauses go here.
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B. XSLT describing behavior of Basic Aggregator

Most of the behavior described in this document MAY be represented in the format of

XSLT.
The XSLT is yet to be written.
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Supported Profiles

» Basic Aggregation Profile
eduGAIN Aggregator Profile

Aggregator Extension for Entity Attributes

Metadata Access Protocols

* Basic HTTP access:
http://aggregator.edugain.edu/all.xml

e MDX:
http://aggregator.edugain.edu/mdx/

Signing certificate

C. Example Aggregator Configuration Statement

Aggregator Extension for Documentation and Registration Information

MIICgTCCAeoCCQCbOlrWDAX7FTANBgkaghkiGOw0OBAQUFADCBhDELMAKGA1IUEBhMC
Tk8xGDAWBgNVBAGTDOFUZHJ1YXMgU29sYmVyZzEMMAOGA1UEBXMDRm9vMRAWDgYD
VQOKEwdVTk1ORVRUMRgwEFgYDVQQODEwWIMZW1kZS51 cmxhbmcubm8xITAfBgkghkiG
IWwOBCQEWEMFUZHJI1YXNAAWSpbmV0dC5ubzAe FwOwWNZzA2MTUxM]AxMzVaFwOwNzA4
MTQxMjAxMzVaMIGEMQswCQYDVQQGEwJOTzEYMBYGA1UECBMPQW5kcmVhecyBTb2xi
ZXJInMQOwwCgYDVQQHEWNGb28xEDAOBgNVBAOTB1VOSUSFVFQxXGDAWBgNVBAMTD2Z 1
aWR1LmVybGFuZy5ubzEhMB8GCSgGSIb3DQEJARYSYWS5kemVhcO0BlbmluZXROLm5v
MIGfMAOGCSgGSIb3DQEBAQUAA4GNADCBiQKBRgQDivbhR7P516x/S3BgKxupQe0LO
NoliupiBOesCO3SHbDrl13+g9IbfnfmE04rNuMcPsIxBl161TdDpIlesLCn7¢c8aPHIS
KOtP1lAeTZSnb8QAUT7aRjZg3+PbrP5uW3TcfCGPtKTytHOge/01Jbo078dVhXQ14d
1EDWXJW1rRXuUt4C8QIDAQABMAOGCSgGSIb3DQEBBQUAA4AGBACDVEp86HObgY+e8
BUOWQI+VMQOx1ASDOhBjwOsg2WykUgRXF+dLfcUH9dWR63CtZIKFDbStNomPnQz7n
bK+onygwBspVEbnHUUihZg3ZUdmumQqCw4Uvs/1Uvg3orOo/WIVhTyvLgFVK2Qar
04/670ZfHd7R+POBXhophSMv1Z0o

Aggregator fetch interval

24 hours

Maximum metadata validity period

5 days

Default Extension Processing Policy

REMOVE

Default RoleDescriptor Processing Policy

REMOVE
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D. Aggregator Extension for Documentation and
Registration Information

This profile extends the Basic Aggregator Profile. It assumes that both the input sources
and the aggregator support the SAML Metadata Documentation and Registration
Information Extensions [MDReg].

D.1 Processing Metadata Document

When validation the document, the aggregator MUST in addition consider the following
additional namespace:

®* urn:oasis:names:tc:SAML:2.0:metadata:dri

All md:EntitiesDescriptor elements containing an md:Extension With a
dri:DocumentInfo OF @ dri:RegistrationInfo MUST apply the dri:Documentinfo and
dri:RegistrationInfo elements to all containing md:Entitybescriptor, to be
processed in the “Entity Acceptance Processing” step.

D.2 Entity Acceptance Processing

If multiple dri:bocumentInfo Or dri:RegistrationInfo elements are associated with the
entity, values from the inner elements MUST take precedence.

If a cached version of the Entity contains a dri:bpocumentInfo/SerialNumber the
aggregator MUST not accept a new version of the Entity unless the new Entity contains
a dri:DocumentInfo/SerialNumber being the same or a higher integer value.

If a cached version of the Entity contains a dri:pocumentinfo/CreationInstant the
aggregator MUST not accept a new version of the Entity unless the new Entity contains
a dri:DocumentInfo/CreationInstant being the same or a more recent timestamp.

D.3 Processing Extensions

If multiple dri:pocumentInfo OF dri:RegistrationInfo elements are associated with
the entity, values from the inner elements MUST take precedence. The aggregator
MUST merge multiple dri:DocumentInfo and dri:RegistrationInfo elements into one
of each. Each value (sub element with content) MUST be considered independent from
the others.

D.4 Processing RoleDescriptors
NA
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E. Aggregator Extension for Entity Attributes

This profile extends the Basic Aggregator Profile adding support and processing rules
for SAML V2.0 Metadata Extension for Entity Attributes [MDAttrib].

E.1 Processing Metadata Document

When validation the document, the aggregator MUST in addition consider the following
additional namespace:

®* urn:oasis:names:tc:SAML:metadata:attribute

Extension elements in this namespace, associated with any nd:EntitiesDescriptor
MUST be ignored.

E.2 Entity Acceptance Processing
NA

E.3 Processing Extensions

If an Entity contains an mdattr:Entityattribute this element SHOULD be sent through
the aggregator unmodified.

No further processing of the mdattr:Entityattribute content is defined in this profile
extension.

E.4 Processing RoleDescriptors
NA
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F. eduGAIN Aggregator Profile

This profile extends the Basic Aggregator Profile.
NOTE: This appendix is only temporarily part of this document. Will
eventually be made into a separate document. It is convenient to have this
inside, until the basic profile is somewhat more mature.

F.1 Processing Metadata Document

The metadata document SHOULD be schema valid against the XML namespaces in the
Basic Aggregator Profile, but in addition the following XML namespaces:

F.2 Entity Acceptance Processing
The entity MUST include the required information as specified in eduGAIN Metadata
Profile.

F.3 Processing Extensions

F.4 Processing RoleDescriptors

The aggregator MUST REJECT all RoleDescriptors except IdPSSODescriptor and
SPSSODescriptor.
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