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Title: Authentication system using sessions in PHP
Aim:  To develop a login system using sessions in PHP.

Theory: 

What can PHP do for you?

· Dynamically edit, change, or add any content of a Web page

· Respond to user queries or data submitted from HTML forms

· Access any data or databases and return the results to a browser

· PHP scripts are executed on the server, the browser that displays the PHP file does not need to support scripting.

An PHP file normally contains HTML tags, just like an HTML file. However, an ASP file can also contain server scripts.
Variables
Session Variables
Session variables are used to store information about ONE single user, and are available to all pages in one application. Typically information stored in session variables are name, id, and preferences.

What is a Cookie? 

A cookie is often used to identify a user. A cookie is a small file that the server embeds on the user's computer. Each time the same computer requests a page with a browser, it will send the cookie too.
Authentication is the act of establishing or confirming something (or someone) as authentic, that is, that claims made by or about the subject are true ("authentication" is a variant of this word). This might involve confirming the identity of a person, tracing the origins of an artifact.
Restrict access to your website. 

For example, you might have valuable information, such as real-time stock. In these cases, you want to let people in, but only after checking that the visitors have an authorized username and password. Additionally, you might want to limit certain visitors to only certain areas of your website. 

Scenario to Implement

1 If (User attempts to visit private data folder by typing ) http://localhost/login/private/bharat.asp
Then (Redirect him to login.asp page)

2 If (user enters wrong username and password)

Then (Show Message: Login Failed - Please verify username and password.)

And (Give him the link to login page)

3    On clicking the logout button, abandon the session and return to login.asp
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